
{&) "

ifif"^uvif^a"

(b) "

anviuT ^nIn-3TU'3n6ami ^nan^ w

wufvm
"U

(©) "

en

•((a ki

f if a-3<U'5mpiiULf Ejm'n " il ^ %iiU

^aat^nvi'^a'un^

Vl.fl. kid^bb



(©^i) "w^u^-a^titi (System Administrator)" vmiapmim w

(©to) "isjuu^m^mvifl "

(©©:) "mi&"

(©) "^su'uamviai^'UPi (Internet)" vnn^pniin'n ^ja

(©en) "wuivn'a'j^mj^^i^!" vujn^fmsj^n wuivni •ua-wthE^Tu ^smj^^^^i (CEO) Vila

(@o) "

(©©) "wufvni" viunapmin'n

ei'-a fti muffi^ Vila

riniin^

(Information Security Incident)"

(Unwanted or Unexpected) ^^anavfiHi

(to) "fmajiruPNtJaaAmi^^'iua'ii^tHvm" vmiapminn

(Confidentiality) pmsjan^^a^njciTU (Integrity) ^^^?lfn^vna3j1,<tm<u (Availability)

t^tiriPiTiUfin^a-ativf^i^ -3 (Authenticity) pm^jfuwfl (Accountability)

(Non-Repudiation) u^^fmjjijn^afla (Reliability)

(eii) "i(w^nn^^i^h<Ufl^nui!rufl^liJfa^mH (Information Security Event)

Is



(cno) "uHUW^sumflia^hEi (Network Diagram)" vi^napm^n'n

"SSL-VPN (Secure Socket Layer Virtual Private Network)" vuneipm^m

(b^) "MAC Address (Media Access Control Address)"

'W^n^i^nuasunnuamvia'fL'U^^rnf^^ (internet Card)

©b ^ tutu b ?i

-^ —'—i- --.1WEP

(Usemame) LiasTwawTU (Password)

(bb) "SSID (Service Set Identifier)" vun^mm^m

(beii) "WPA (Wi-Fi Protected Access)" vunEipm^m ^sinifmmTi^^U'wf

(be:) "ailn^nla'^i^'uvn-a (Router)"

viivi^n^^i^'i!vin^iia^f^i!Vini^^vii^^a^

(bet) "fiT5<^^a(ua<ua'<U^i'Q^'u (Authentication)" vi^napm^n'n

(ben) "m^mi'Ma (Encryption)" mn^pm^rin

(is^) "^awK (Usemame)"
nii^^iJii^ajj^^i^a^ii^^^^^i

(bis) "^waw'TU (Password)" mnapm^m ^nant^vifaafTUiis

rnvdiEJ rnvmnvln mm^i^a'ulvn viwa-a

j^^i^L^i,ri SMTP , POPm uas [MAP

(bo) "^atfuvinwinyn" vunafsmimj

fliiri Flash Drive Vila Handy Drive Vila Thumb Drive Vila External Hard Disk Vila Floppy Disk ill

(E-Mail)" vmn^^m^m ^siiii^



s ©

^ ©

(Application and Information Access Control)

()si ©

(lo) ^i^ll'

(is.©)

(Is.©.©) fn'3^nu^mim^-aueii^niiH-3nu'3^UU?n'5?it!m?i (Information Access Control)

(lo.©.lo) m'^'uivnii^^m^^TU^Jjrn'am^^lTaci'Ui.viPI (Business Requirements for

Access Control)

(b.a.m) fiTauivn'a^nn^nT^m^^a^wl^TU (User Access Management)

(lo.a.a:) m^mvi'U^ivi'UivifmsjTUW^i'Ha'U'ua^wL^TU (User Responsibilities)

(lo.©.(^) fiT3PntiPjjjrnim^^3i^i1a< 1iJna (Network Access Control)

(la.ffi.b) fnifnu^^^m^m^isinuJ^ijiim^ (Operating System Access Control)

(©.en)

(a)
©.©) winvn^

Ci ^ b en^

"Token"b) "Token"

(en®) "^iJtiifiia^hEJU'UimiJfl'UEj (Active Directory)" vun^pmajTi



i]a-3nt)l^H^5^vi5ein^i^am^a\Jn^^6ua-3Vi'U'^)-3i'u'l'u6jia!i;yil3J5w^Lia

n-mtl^wa

viPi JiL^av

(a) miiH-^mj'a'M^iw'TU (Password Use) n

(b)

f
JiL^avnaEJi-3'uaa w^

^i ^m^nTW'U^Vi'UT^Pni3jfuw^^a'U6ua-3wIe'^TU (User Responsibilities)

(s:) m<5'u1vn'3a(^irnii<w?iw'ii!^iVifuwl^TU (User Password Management)

^?^n3J

^TU (Review of User Access Rights)

"\

(en) rn^u1vii^a^nT3^vi5^ua-^wI6'-3TU (User Management) (

(is) ni'a^^s^'ua'UwW-^'U (User Registration)

(Information Security Awareness Training)

<^a b ^fn'a'uivii^^ni'ann'am^'ua^^lti^TU (User Access Management) ^

vi1am^3jauaTuna<ii)a-^Vi<u'3a-^i<u

f

•tia <tr S<^janiV!'u^niim^Vi^af=nu^ni'3H-3TU'3t!U(u^T5e('ULVif3l (Access Control) ath-^u

(a)



(Password Management System) ^ a-a ^ ^^ vh^i a ^ ^^tmi

(Interactive)

(Is) <3^"Uii,l,as!a'ud^'U^r^^U'iiJa-^^/l'^-3TU (User Identification and Authentication)

•^a ^! ^ni<3^u^ymii^na-^^u'U'df]'u^irn'3 (Operating System Access Control)

(Network Routing Control)

(Segregation in Networks)

uu?nii?iuLvi(3i

lna (Network Connection Control) ^(b)

f^^ (Port) <^W

(Equipment Identification in Networks)

(Remote Diagnostic(a:) m<3ila-3ni!Via'f^i (Port)

and Configuration Port Protection) ^

(m)

(User Authentication for(lo)
External Connections)

i'ia (Network Access Control)

(s:)

\Mv, ian?m ^a'U'uvin'fi'ay^ ^a^vfaunaf Vila

^ (Clear Desk and(en)
Clear Screen Policy)



©

(en)

(to)

©©

nT5'Ll^'U^-3Tuannfn^'uanvi<u'3a>3n'u (Teleworking)

(to)y^
"\ Li^^^fiTSipn'U^^jafn'^i.n^^'a^j'ua^^'uia^I^i^LavnK I^ ^ rn "5 pn u ^i^ a tin "a iu

aeiT5i>Pi^a'ui^i,i,a^nT5'iJ^'u^-3'i'uannfn^'uanvi'u'']^-3TU (Mobile Computing and

Teleworking)

(en)^

••a/ \f•tru (Functions) ^ii^ *] ^ia^Itl'aLin'aJj'iJ'aSEjn^viiaua'wvi^LPi'^j vi^

^fa ©o ^nn^^^^tjRjjnnii'tin^'iJ^un^iJiJis^n^vi^auavi^i^iPi^^'uiifi^an^'ULVif'i (Application

and Information Access Control) I^^opfa^mi^nupju a^n^a^ w^

(©) mi^nn^im^m^-a?nifl<uiviPl (Information Access Restriction) ^fa-^^in^iviia^n'u^jj

^fa

(Limitation of Connection Time)

(©:) fiTaH^TuitJ^un^ja'S^n'iJ'asIa'B'U (Use of System Utilities)

ytb^fivia';

L^imvi'U^il'ivi'^aviSaEju.eh

(Session Time-out)

f O11 1/   til   ^^^ji     /



in^vn^^)

waTuiamiPiiuaiviPiM^3?nifi<uLviPiu^smifiafniaiain vitu

imv\ ^ f  i^a^ myi^^ ^m.pi. k><bb

(©)
T^ii

(is)
ltin

(en) w^iLi^^is'U'u dvnjT^fnu^uj ^^i^^sj

ijn^

(s:)

•^a   

ifaa^i^^^yim^^'unu

•^a

^^a ©m niviii^^l^'^^i]fvnii^(iuj^^f^a^vidia-n'u (Chief Executive Officer: CEO)

(Information Security Audit and Assessment) ath-^daatlfi^ @

(is)l^m^^^^eiatJLL^t:iJ^t2tj^i^jk^^^^^^a^^imi!ni^^w^
(Internal Auditor) vii al^i^w^^aefatiaei'a^^TUPni^jaT'U^^ilaa^^^ainfn^'uan (External Auditor)



vi.fi.2566



uau^^

ti.pi.2566 ^^

i.Pi.2553 ^ u

Integrity

ja Availability (pnnuvifasjH) i^

CIA tli^naupna Confidentiality (pmwmj) T^^^a^?)

mi

at^nvnaun^ tf a-a

^

prn^emtJicu)



limn

1.vt^nnT5u^sivi(pjwa        1

2.^fltvih^e^pi_i

3.a-^tbt^atruawTatna2

4.uwj^uH2

5.fmiwau^ma^vnjvnt!__2

fhwisj.3

^wn 1 'u'l^inaf^^U^^jjrni^^uasfniH-aTu^ij'u^ni^mviFi6

1.m^fl^uR3jm^mn^ii^sm^1'^^iuan?auvifi (Access Control)6

2.m'^l^nu^iijj/n^n'airiapnufjjjfn^mo^^siutJ^nifmLViPi

(Business Requirement for access control8

3.nTjui^n'ja^n'i'jmimQ-̂ 'ua^wl^TiJ (User access management)9

4.mimvnj^^t^^nnufuw^au^a^^l^TU (User responsibilities)12

5.ni'afnua^m^^hn^'uui^a^na (Network Access Control)16

6.m^fl^umjni^^n^i^uuiJ^iJ^fm (Operation system access control)21

7.n^i^^^tj^^jjnn'j^fi-^I'Ll^ufi'^Jj'iJ^sjtjfiPiviiaua^vi^iR'miuasai'jei'utvipi21

•    8. nT^mfi^t.piia-aflau^^am^J'uia25

9.m^fn^^m^^T'Ufi^tJ^a^fi'aYn^^Tunia^T/itLa^^in^^ajj •

(Physical and Environmental security)29

10.ai^^iu^^aiim^-^^uuLaia'uialf^i'iy (Wireless).30

11.mifl^u^^jjnn^H^itiiflia^flau^iPia^uuuwn^n-30

12.ni'iaTu^ajrn^H-^m^ia^aay'VN^LPia^fio'U'u^ra31

13.mipntJRSJfnim-aan^a-apjuapiajJ^iPiai32

14.m^pnw^m^l^iu^tjuu^^^ioailnv^^a^n^ (E-Mail)32

•win



wui

15.m^H^nu^sirua'utPiQit'U^i (Internet)33

16.nn^^n^auiJ^^isnfii^uii^<iiaFi^iijHayl'U^'iJ'^ia-3't)Q^fiai^nvi'3a'un^

(Conversion)33

17.nTnlTuayfi^^6! twau^df^tm^t/ki^^ (Web Information)33

18.nT^l^mflia^h^^FiJjaauta'U (Social Network)34

19.m^a^nu'ua^^aiia'j^^a^n^a"! (Log)34

20.nnia^^niTS^u'Ui^^ia'UiOLiuu'nypjija (Active Directory : AD)34

21.nTatW'U Token35

a'tcuvi 2 •uTauia^^tiDan^aui.viPiuasj'jsjij'u^fnia^^a^siTs^iiiviPi36

mv,r\ 3 •ulauiam^T^afiaiJiifi^iJi^iS'u^iiiiL^^itjeii^fi^ivifi39

4 ijIatJiani^^fi^i^iiiffiiii^i'uiM'umiHi^ii^^ni^jiyif'iufi^i^'U'U^ia^fni^ai41



3.

3)

2) ^'M'iLil^!ui'3^^Tu^iti(Eni3J3J'U(!i^<iJ^a^i/T'o<^a^3'^iaij^

2.

l.

n.fi.2549 Imnn-ai 5



1

l  (Intranet)

f nfl.2553 T^^mi^^vn^tl^ijlhi ihsnau^ha TVioibsa^ w

^.^.2549

5.

3j^ojj

4.



d"15.fl^m
16.^suua'uiviafi'dfl (Internet)

ct .̂

14. wuivn^^^ua^^^ viin^pmudi wuivn^a-avtvi^a^Tu^^^ua-aa^ (CEO) vilaaBu^n-j^
13. wha-mi viunafl^nwin n^jJuamjfi^

11.uloina

12.w^ivm viinapmu^i

10. "^aijaaianviiaBn^ wiortujii ^fapmsjvilw^i'i^ e^^ fu inufn^

9. amtini^nj^nufm^^f'Ufl'atJgiapi^^B^'l^j^-^vlisa^fiVifa'liianapn^R^ (Information security

incident) viunej^maj^i aanyminj^TUf!nn3J3T^R^iJaa^^'^i^lii''^-a<iJ'

(unwanted or unexpected) ^^aia^^nWis^iu^a^a^fins^n<^nin<wiaTajjpi

7. fl^^sj^^im^ilaaflmj^^'iufm^mviFi viinBfnnin'n miSTJ^U^^^i^ja-u (confidentiality)

nnwa^mua^ii (integrity) uasa/nww^ajjH^ntJ (availability) ^ja^aisuuan^^'ui.viPi ^^i^RnjajJ^wau

i^iiripmiJfjn^a^im^i'a (authenticity) pnnsjf'uwR (accountability) niivhuiJ{]i,e(5Fm3JTiJHA (non-

repudiation) uaspmuiji^aoa (reliability)
3. W^m^W^nufmwirufl^tJaa^/iB (information security event) vmiEiFm^rin n?ftlvi^s1umiin^

4.^viBtia'awiiwu mntiRnirin ^viBvnhJ elvisa-ii^ns

5.^^viTwa Vi^a Yifwa^u vmiamnin'i LRia^Ra^i'W^i^ai BtJfVinJiJisnBtJRasj^ii^af aaJniai

6.mi^a-avifaflTUR^fmtttaTU^mamvifl •wsjnaR^iu'ii nuau^jiR mifiTwiiRavis

3. my^wKtaTu vmiafmjrii

mvitrm •wunantj^^arn' eirma w^aa^^uu wuivm wfu

1.a-aan^ vtia vnba-n'u wnafta

2.wKtaiu v^naflmm rvnwvj mvitrm •wun^antj^^arn'a eirm-a w^aa^^uu wuivm wfuuBrm



30. SSL-VPN (Secure Socket Layer Virtual Private Network)

26.niTwaaiuIi'ufi'1u^'3fl<u (Authentication)
^s-uu t'^'u'l'U^aul'unni^a^il^^^'U^ua^awT'^ul

(Username) uas'S^awTU (Password)

27.SSID (Service Set Identifier) vunafmirii

anmi l^a^ni iR^a^iti^^OtJ^a^i^fln SSID

28.WPA (Wi-Fi Protected Access)

T.'utfiia'ilialiaiavi'^^i'U'i^'Ujj'ilvi^Tl'MCiR'^iJJilaa^Jia^Jinn^n^sL^jjaai^ wep

29.MAC Address (Media Access Control Address) vi in a^i ill'1

jimja'utvia'fi'U^miR (Internet Card)

i^^stu 16 ^Tu^ii 6 H

waaiuIi'ufi'1u^'3

24.m^^^'M^ (Encryption) vuntmTiuTi

w^'aiijn?niilRT,^^^a^^^^^^iHa^^a^CiIil

25.^tJmsuaRi^'uvn'3 (Router) viinapmin'i

23. •^viawn^ (Password) ^jjiEJ^myn pnan^iviiaan^^s

SMTP, P0P3 ua IMAP
21.iaij'u^n'wn'W'i viunapmu^i ^aaL^nviia'Qnam^^Liim^j'Uvinviia^'Rinu^a^aipiiiri Flash Drive

Vila Handy Drive Vi^a Thumb Drive Vi^a External Hard Disk Vila Floppy Disk

•22.^awH (Username) vunamnu^n

20. a^^VfjnEiailnviia'un^ (E-Mail)

19. viihe^TU/nauan viuiafmuin a-3Pin^

mmfvm
^in ^uufla^vtai^iai i^injipiiaihti ^umJfliJWfm IthufmiihsEjnw •ua^uafiTseruivifl

18. wfliiai^'U'u (System Administrator)^T

17. ^s^ufm^fuivifl vunapmirh ^smmu^a^iha^n^^t^^ivifllulayaniauivifl ^sun



35.

36.^^uvifVHaRntH (Memorandum of Understanding : MOU)

nnjjiTi'U)vifl^^fYU viia

v^ha-n'uviiauiwuan^i'U

37.DCIO

uamjflR

33.Token mnapmarin

34.Outsource

31.uwuw^^umfiia^ha (Network Diagram) mneifmirii

32.isu'UiRia^haii'U'unu^'U^J (Active Directory) vmnaRTurii ^Hasy



1.2 nivi'URinai^^fn^autyi^Hi'fi'n^fniH^'i'u^n^'uivifi vimaQTfa-^num^a'ucyiw mi

•^iamiua<uai'una

(2) mvni^tnni'Mfniisl'u^vif waua'n^n^

(user access mana^ement)

(3)

anvifu n^jJW^i

mvifu n^3iwa

if n^^wuiaivifu

mviT

1. fn^fn<UR3Jrn^m^^ii,a^fniH^n<u^n^<uivifl (Access Control)

l.l ^VV^ ^

l.

2.

2. i/^aM^^iiJw^ami^^firfi^i^^fian^^a^l^^un w/ulvni wV

vi 1



LAN uas

(4) ^^^uO-a^^uwjfmi^^hfva wpjiiai^<utJ1l^<u^vn^aPifn^avi5iua^wl^TU ^awaiilCi

(4.1)^KPru^anvtfu^iJivn? tmiri
-wuivnii^^iiifj-^ (aBuH, •^a-aaBu^,

-wu^vn^isj^una

(4.2)IS

5. nnvnj^^ja^vn-^rn^fij -?i-9'ua^a^npl'^vi1a'iMa3j^^'u^i.vi^j'i^ei3j

4. wa^fni^L^a3J^'aT^ofn^i<3'iii^'fi SSL wTuIihi^^Piaa https

auu web application

2.

3. nni^piinu usemame li^^ password

vi^n as^fa^^iniimiwiPi^a SHA256 t^'ua!i'i>3'uao.-l<u field ^a^ password ria1uiJ<

l.

vvi.pi.2544 ^^^uuTiJ^'uw ^

vs^iaa-3 vnniil^iwav^viu^

"ua^^^ujin vi^naa-a

•ua^jeiaD'^^

(3)

iil
Ci ^a
(2) a^iiul-9'3^^j^'3nu^ipi'^a'3^ia3ja aaniilu 3 ^s^j ^a

- ^^a^a?ma<umflflTurnTufvi'n va^

1.3



\,ii\zuiimiimi^\if\/
n^^^

2.3

2.

3.

4.

5.

'l. naiiwuBvni ^uri

2.2

3.

2.

l.

2.1

(Business Requirement for access

Wire Line, Wireless Line Ifldjfm^kfVU Log

08.30 -16.30 -u.

- ?]ni n^n 08.30 -16.30 u.

^a l^^u^wf - ?in^ ^^n 16.31
na

(5) mim

%JV A %J

- Outsource

- IS

2.

control)

(6)

20.00 u



hb vi1a'u?i^iainn'iian-3 itluwuidadnni^naan
(8)

la^^yi^iain

fiV] Ot)U

insjfuvi^u

p l(o^^f^^^ t

•uuvlaiwivia

la 0-^ iTa nas

uR-atJ^ei^rfej

^f^ainwvi

s^'U'ut'^n'i'u^t

1 t B v^ [ j (^ 1   I^^^^ M
hJM^tuvi

•u

*a  ^ft           s/ ^  cj                i      */   J                 ^

a^sidauwl^nu

Lianmjkil'u^ia'ij^i^i^ iii^Taa^nu

mi^^vi^i.'Qa'Uw'l^i'U (user registration) fi^a

nuanifiuiviPi ua^Hwl^Tun'^an'aaij^^-^T.'utt

an'uw^'O^TU I'̂ aHtn^^Ti^jp'i^siVi'un ^mui îf'

uiviPi'^^aliiiBSjf^^sT'^vî afivin'Ujn'afn^tu nal

(6) SfnTviTU'uviniii^^^^iLn'u

(7) Civi^ni.nw'M'l'uni^a'ucy

(5) a^u^nianan^ika^^^-a^vi!

(3) ain^ni^H^i'uijfy^^t^^

uas^nmufn^^nwmjwa'Ufni

(2) SflTa^^lj^ atffy^j^lW'U

B^miiinsjFmmviinsfiJj

^^TuainmiWan'ij'j^'U'Uini?

^1^E)

O  di

nr^io^^lri

ira'^m^i^

3.3

^iamtj

3.2

wan^sviuviif

^i^fi'ULViPi (information security awareness)

njjfino'3niufn^^?n'3fnijj^i^si^^ijni.ia^mnjj3j

iiviPiiQ^nswvi'l^fua^^ynwUi^n t'^aila^n'uni^

(user access management)

^ vnaenaan ititi^t!

IS

u'u^i^^iuLvi?iaab'a'uaotlas l nf^ vi^amal^f

Dtliutl^niiHiyiSariwl^TuH^a^in^a^n'un'i

fl^u^jnT3m^^'isu<u?ni3?i\

2. vnJ^a^TUFi'u^n^i'aa^^^l

k^ak"J^auuiJa-^^niivi'ii'5^Tu

3.1

3. niTuivni

iiJfiaiihJ ^iu
^nnvnba-nt!
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(4)

vmvi •M^

(3) aouaDivfeiwiu

(2)

(user password management) T^^Ei3.5

viB

(3)
(4)

(2)

u^

(1)

3.4 flfni<u1vni^fn?avi5<us^wl^^'5TU (user managemen





12

^^iv

(7) mvi^^i Policy mii AD

4.3 rniPiTURjjvif'waa^aii^i'ULViPiii^sfn^W^i^i^'uiifiajj^^^i^ai (clear desk and clear

screen policy) ^a^fliufiul^l^^vif^o^'Ufnsamvif'i ^'u Lanai^

(4)
(5) ^HiFi^a-aflaiJ^iwa'j^apiviijn^avi^a^nvilyl^i'l'B-^iiiiilunan 15 ^nfi

(2)

^

(12) pia^iilaau^'MawTuwniiiau^saBn^iyin^i 180 tu viiaiiJ^yu^^uwiuvruvi

(9) ^ijJmvi'u^l'MSrini'U'U^nviia'iJ^aai^'^^iwn'u^^'U'UPifi^ (Save Password)

(7)
l'^Hvila

(6)

(1)

(15)

4.2

(11)
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(6.1) ^ajjaaianvi^adna^f^ii.nul'uaw'u CD/DVD

(6.2)

(Erase) ^in Tape Device n

session timeout vin 30 uivi

adna ^d
^f^in

- H AD fiTUf^ii Policy

(6)

(5)

(4)

^iauam

(2) nnida^i^Sfl^i^jaa^^Aaa^niJiia-aem8] m\i

(1) nnvi<u^in^iifniiIa-3n''uvif<wa^'UTia<ia<ifln'5
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"vfl^fuai^rynwLviTU'u

(3)

5. m^pnu^3jn/m<th^4^s\juifi1a^iio (Network Access Control)

5.1

(D

i5m^m^4

(2)

VI.P1.2544

(1) '

fun'f Disk Wipe (http://www.diskwipe.org) I'uni'^vii^na'^a^j^^

Hard Disk Vila Memory Devices ria^fmcia^^vh^na

http://www.diskwipe.org/download.php

Eraser (http://eraser.heidi.ie)

http://eraser.heidi.ie/download.php

4.4 wl^Tuaiatl^n'iim'aVi

DoD 5220-22M "^a-^fV^^vir^rmiTrai e^fsaisjim ini^^ami^i^asjaluaiiii^ein ^^^u

(6.3) ^a^fiatanviia^n^vi^^^in'u'l'US'if^^^iflri (Hard Disk) Vila Memory Devices

f^^^ USB flash drive, SD cardslvivh?na'^asj^ T^^^tiWivmT'uIftS^^a^min? Wiping
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s 1 af-3
^nitl'UPi'a-3ln'i^i)a-3n'uiHvi'una-3i"u

(7) IP address

(Firewall)(4)
ei

(5) ^^vf
a'ui

(6)

(3)

, IP Address, MAC Address,

VPN
(Equipment identification in network)

siui^1a^ina IP Address
5.3

(1) m
s MAC Address

(2)

adi-ayaa l
(3)

(4)

wu miHiwawTU (password)(authentication)

(identification) ^na^awl^^-anu

^sm^a^^ru^n

(1)
(username) tinai-:

(application) aavunaaianvi'saun^ (e-mail)

(internet) I'd'u^'U I^a^a^^^viBiQvnsm^

5.2 fn<5a<ua'<U(^Tua^a^>ivif'uw1,8a-^iii'^aEj'fnaiuanviu''3a^'i'u (user authentication for

external connections) as^

(wireless LAN) is

(5)

(4)
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(Firewall, IDS/IPS)

(4)

(2) is

(3)

(Network Connection Control)5.6

(1)Intranet Zone

(2)Application Zone

(3)Database Zone

(4)Extranet Zone

(5)DMZ Zone

I^i ej u\J^a a a n t^l^I^fu ^(2)

(Segregation in network) ff

(1) Internet LL<u^uanLFi^aiiu'iai{liit^ia^J'iadaasi

Parameter

5.5

(4)

(service) it^^a-fi^ (port) ^l^i^

'un'3nvn-9

i^ (port)(3)

(2)

(protocol) ki^^rai^^ (port)

'f^ (port)

f^i (port) vi

(remote diagnostic

(1)

and configuration port protection)

5.4
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(4) ^3in^inT5L'̂ ay^iaT^ia^i'3^^<3^uuiJ^^ni13mi!Vin^a Command Line

(domain

(Router)

(2) ^sj

(l)

o *^

6.2

(operation system access control)

6.1 ^^u^^^ii'u (system administrator)

controller) t^ainvm^^^miifif a-3Piau^^i^iaiv\nifli

(username) uas

6.

ina (IP address)

twaiLafUfna^haa'aa

^\i

van Firewall

'   (network routing control)

mtruan

(4)

(3)

(1)

(2) ^

5.7

(6)
(7) ^^
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snnida

6.6 madmi^i^^nainni^l^in^^a^n^nvin^Ha^in'iiH-^n'uisi'U'ueii'j^intviPi'U'u (session

time-out)

(l) •wanifini'wmiEJ^n'i^H'ann^siJijen^a'uiviPi iSain^iTuannfmt^'vui^l'ungn 30 mvi

^^visimn^(1)

(2)

(3)

(4)

(5)

6.5 rn'sH'^TuTiJ^ii.n^sjaiia'UiKla^ (use of system utilities) wa^

(3) enuTSCiH^tJmflJFntJfjlJPnnuiJaa^nai'HUiWiJ ^u Smart Card, Finger scan

6.4 m^u^vn^^'^nn^li^^win (password management system) sH^ti"uufvn^<^nil

(interactive) viiaSmi3Vin^ni!i'u^n'̂ ^cus^ai?i<l'U3J^i ^laa^arninnvru^i

T^am^nnvnj^ AD Policy I^ AD ^al^lnnTa^ password management ^

(2) ^nantyi^^M^f^JawH-nu (Username) u^sj'syfawTU (Password) hum

(1) wl^nnwa^S^awl^TU (Username) uasTwawTU (Password)

6.3 is'^iiasSua^^wua^wH^TU (user identification and authentication) ^a^fnvcuflivi
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(2)

(3) wl^uifn^fna'uan (Outsource

nnvrn^ Access Right ^a n

<u  d^M

(1)

(functions) ^i-a^] ^ia^<U?u,niutJist|nwvi1auavivi^ifi^f'U T^aWmvru^vi^nmcu^il'un'iiann^vi^aflTURU

information access contro

7.1 rn^^in^irn^m^eii's^'Ui.viPi (information access restriction)

7. fniR<3u^ymii'ana^Tiliun^3J\J<5sanpivifauavi<waiRi^'luua^fn^^iuivifi (application and

(2)

(3) n

wi^ nTMu^ivil^Tul^ 3 ti.sj.

(l)

6.7 fn<5^in^is}asn^nm<5i^^ajjpia?su'Ufni5ii^ivifIl (limitation of connection time)

(3)

(2)

15
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Mac Address

(mobile computing) ^g

i Mac Address

fljjfniHai

^d

7.3

(teleworking)

(3)q
(mobile computing and teleworking) 'wi,n^T3'a<3nu"5^!tj<u^nam

(2)

/nau.an (Outsource)
7.2 itJtJwata^iarmTurn'u dwanisintmasdfl^iwehmy^ria'mha^ru

(l)

(5) w^ufif^'uui^^^Pnu^^jj m^^i^a^j^^ja^vhjifmfnmjan (Outsource) Wflavm

'ueimvunn'iia

(4)
Ivfuifm^natjan
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(8)

(Port)(7)

^itm^'uuiiiswi^wi (Authentication) i^^i^niiH

jainmuuan

'3iJ^<uli^ii!ain^ia<uanvi<iJia-3i^

•upj^nii^inrna'uanvi'ij'5 a<n^

I^ia'j^t)<5'iaa^iaa^im^^)aLtl^il'^-3'vu'5s'U'U^T3?i'ULyi^

^njn^ail^'u^'n'uannfnaiianviii^a^TuM ^a^H

ia-niu^inis5alln^i^^oaiJnifuvii^lM^ja-^?JTu^''3na^

U^5HT3 SSL VPN Vila XML Encryption vrfaisnTa

i-^?ifni-!vivia^iiniiiJ^'u^'^iiain/na<uanviii^a-3iii

(teleworking) na-iri'ivm^ii'uiilfjij^i itwu^TUiiasj

la^n^^nn/na'uanvi'u^a^TU ^^^

^i'iiin^asj^Eii^^iviia'tia^^Fniij^'U^i^aaiJn^^u

lagiaumimH^TUtiaKW'un^nvivi^n^numH^Tu

Taa'uajiiviiaa'U^^jn^a'in DCIO

^aufniiian^a^a-^wl^iifiativi
MM  1

^j L^iTUQ^anpi Lvinijugnin^cii^nr

9>                        i

S

(3.4) ^a^awt^n^viian^jjwl^

(3.1) ivipiwfiFmii^'uil'uvifna^iJf

f •*.    /] ^'l>l^a^! ^l^lml 1 r^^ r^f^^^^TH^'^ll o^v'\^J^-j i ICJelWacJCJ^Ibbbl^^^VIf 1 IjbM^' l)JV

^l'uTa^^i^fi'uivifiu^^n'ii^a^ii1^

a^wlum jnMUtylFltwl^u^n^fiwLi

mit^l^iW4Tuis!\j'u?n^gi'uivisi1v

muanv^ uas^Sfmm^'u^ia'Jw'ij'

m^n^isu-uania'uiYiflija-avi'u

^^^^ ^ i^^ | ^-\ f~\ e* ^^f 0 t P 11 QA ^V loll K^ P lO^ ^\^ *^(O 1 I 0

WSmim^^fi (Encryption) ^

TUfinnaium^aajn^^iajja^^viT

(6)

(4)v

(5)

aanl^aSi

(3)
tl^^i^^n

^in^ra^

(2)
2

(l)

ilmh^^iji

7.4 niTdfl'u^TuainmH^anmbE^'u

l^iJwi,yiaiJfuH^nvifufniiJ^iuw4Tuiua4ViiJ

ia'U^jn^H'UFiPi^fna'uananjJTs

^^^'^^l Cl^^^ IS/1

^uai^u'u^TUiPiia^intjCiviij'ivi^^

iias^iia^Tu dcio vmufuauiyi^

(Login)

OJ     ^    a/

wantno

amnitn

•HU^^Dl

ai/^^m

V
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^ua ^naaaurni

Outsource

Outsource

Outsource

taavna

8.

Outsource

(7) wauvij^naianvi'un^ vif

Outsource

(Confidentiality)

(Availability)

^^CI

Outsource(5)

(Integrity) u^^

(4)

(3)

Outsource uu

(2) Outsource

Outsource ^^

arm?

(1) m

1 flf-3

7.5 miFnu^ Outsource

(9)
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8.3

(2)

(l)

mH<3iNa ria'u^ii^^m^w^i^-aui^ifi^a^najj'w^i^aiusjiinovii'M'uim^ ^an

(3)

faTf^^ flaaAm^ai (complied

(5)mviU^^Hfjmia^^in'U'^^aieM^^ (source code) uaslaun? (library) snvifu "Havlduni

^UtVIPll

(6)m

vntoajpmjjihij'ityivhtfu
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(7)^asjamiiiJaauPia^vilnnii'^^ (figuration)

(8)•ua^^u.fi^^fn^H^n^iia'^'wain'mj (application)

(9)^fajjanTs^anaii (login)

(5) ^^aij^rm^anfm (login)

(2)

(3)

i^ (port)

^Iowa^f\j

8.5 mi<u'U'MniviwfniEiIv!irio'3t(a^n^jfniW?s\Jtjan^?iuivi?i (audit logging)

Tia-alvrivu

(2)

(version) vft^TU

8.4

(l)

^iimjfmwwWa



25

(cabling security)maa'aiaaaan

mi^

i (data center)

(physical and environmental

iJnw u.a^

^^^til^!w

(4)

(1)

9.2

(6)

^

atJniw iias

9.1

9.

security)

(protocol)

(IP-address) fiwiw(10)

(11)
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(3)

9.5 mi'Oa^n'uaiJn'^cu^^ntiaEJ'uanvi'U^^^'iti (security of equipment off-premises)

(1)
iw nii^uei-3

(5)

(4)

9.4 fni'unvifvi^^<uiia^vi'U'^^-3'iuaan<uafiViii'3a-3'i'U (removal of property)

(1) nn

(5)

(4)

(3)

coaxial cable) ?iiviiiJi^^Jtj?nm!ivifi'ivisriFr[y

(6)vfa^

(7)^an^funK-n^^n^hliiiafaavl^^n (fiber optic)

(8)
IsJ\

9.3 ni'i'UTj^fntnaiJninj (equipment maintenance)
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11.

11.1

10.8 w^

10.5wR

10.6WRiiaisuuwa^Sfn^uon VLAN

10.7w^ua-s^iiu^a^^^aiJn'anliJa^n^m'^ijnin (Firewall)

^

10.3 HRtia^suiJ^a^mvi'U^^niiviiJ^rnni^aiJnifU Access Point

10. nT3fi'3U^3Jmiiin^^'5S5u<uiRiai^iia>lfana (Wireless)

10.1

10.4 w^

(4)

(3)

9.7

(l) ^Ln

9.6 m^^^iaiJnitU'Mf amnjia^Jn?unar'UJJiH^TUsnfiif^ (secure disposal or re-use of

equipment)

(1) m

(2)
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(7)

(6)

(4)
(5)

(l)

12.1

(2)

(1)

11.2

(5)

(4)

(2)

(l)

12.
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(2)

^e^guEJPiajJ^iPiai

(1)

13.2

ma^vti

(3)

aipn^(2) mvmivi vi^naa-3

(1)

13.1

13.

ti^^vnn^nm^w^afiau

12.3

^nninaia

vilacU    . a. ato

vila^sijuflauw^i.wal

(4)

(3)

mu Floppy Disk, Thumb Drive ria-uih^nH(2)

(1)

12.2

Disk Drive

(9)
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14. ni'3fi'3D^m^H^'i'u^s<uuafivisjnaaianvi'5a^n^ (E-Mail)

14.1 m^l^TuaTMTUwL^nu (User)

(l)

(2) ww^iaannv^iiaaTUfna'uan SuinvnaiJ^iJW a^

ivhijru

- mviijnviyjnpi'uwa^viTu^iwTu^aaniiuu Contactless

i) Finger Scan   Hlh

•U ^
SERVER vfa^wu Ma-aau^jjnau'^'jwai i^^^wu

(1) winu^t^'uu uns^nvmnvi mivr^<|]<ue(i^u
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(15)

(14)

(13)

^ivi

tia^^at

(9) i^^a^LJ

mi^f?! itlvifn^'(]a-3mj1'Ufn^Lilii1vlavii^^i Executable File t^ .exe

(11)

(8)

(6)
(7) vi^^nnH^TUis\jiu^^vijJia€L^nviia^naia!aH<u u^^vfim^ Logout

(5)

uasiniisn<3vnvilaw^^ngviinEj

(4)

(3)

.com

(2)
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browser Internet iiluvi'unnu Intranet

(Virus

\Mm Proxy, Firewall iilu^u

(Internet)

15.8

15.7

15.5

15.6

15.2

15.1

Logout aanain(5) w^tia?sutjpi'a-3nnvi'u^H^iu'u^^vijjniai^nvi^a€na

iinu 3 pit^

(4)

'X', '0'

(3) aViviii!j

(2)

(l) w

(Administrator)14.2

15.

fuvunu

(17)
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17.2 tfaij^astJiin^^aswa'Jitl^ajjja'MijJnaHm^ipmjJL^avna^iaHa'u u^svitiQa-anu Vila

i5^i^vi5

17. m^Ui^aijaph'3si iwai^^^^l'ui^'ulsi^ (Web Information)

17.1 ^fajuaviasj^^sJia^aswa'^MftJpmjji^u'Bau, aiiaT^vi^am^-^annwuivni, wofvn^

16. nnia^vinviiaiitJ^-aian^niit^s'iiaFi^njjHaal'u^'U'iia-^^asjaaianvi^a^n^ (Conversion)

16.1 ^^1Ci15

Fixes

15.13 tufrma'ua^mjjFi^i'W'u wl^a^jJl^^apniwa^a \,m^ pi'ivia W^na ^as

15.12 wl^a-^^tjjjViis'^^mi^muIvi^^iT'iJ^uniijH^Tuaina'uiwa^i^^i ^nua^ Patch Vila

16.4

16.3

15.11

afiwu

15.10

15.9 ^^wa^^nm^ia3jaAaiJ<vrci>flaflw'| vidanwoisaruiilu^a



34

20.1

20.2 nnvi'u^Ww^i.ieii^DuClvi'ui^t'um^imvru^ Policy

I

19.4 nivil^ii^o^nfn^fainij Log l^iilaamh 90 i\s

i20. nTS^^lfni^S^Umflia^inatl'U'UI'j^fjlid (Active Directory: AD)

19.3

19.1

^ ij  W

18.4

18.2 ^^ijm^i'iJi.pifa^^a^fi^Jaa'ulauwa^T.iiiil^iHa^iajjaanfiijy %^^\,^nzm\im viiam vi

18. n^sH-aTUiRia'ijno^fluaa'u'la'u (Social Network)

18.1

n^vs

17.3
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l Token
Viaan^

Token

21.8 f^^iwKfnaan M^l^Tu^-3f!t!aiJninJ Token

Token ^

Token

21.7

Token21.6

Token

User Profile

i uasiJiaiJf^u Token

21.5 ^^uaiJnial Token ^Tj
i/i

•21.4

^.^l^l^v ^sia a/^cjai* <^1 i) i21.3 wt<w-aTUpnjji?ii^nfl^^8ijiuiJ^^iJWfTi^i.n^a^Fi€Jj<w^iwa^viUiL^^

wT,^ (Usemame) u^s^vfawnu (Password) annaiJn'jfli Token

Token21.2

Token

Token21.

i^^^^ru

truvinmmnmiun-aan'j^'uij

20.3
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ii^^

fu/nan

Data

s l

ti Iv/Imsj

Backup M^a System Backup

ai?a3^a

1.2

l.l

ViL^^j^au'Myna

1.

2.
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3.2 wa'T^tifrnfTUEj fuw^^au

a ^^d

3.1

adn^aa\5a l ^^^

3.    Sf^

ttlu^ru

(6)

(4)
(5)

(2) ^niiiJ'3^tCi'UFni3Jtaa-3anvif'u^s<uu<^^^mjjan^^yiviaimj ua

2. l Snii^

2.
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4.

ajjnicSQniQ'uaEii-^iIaatla^ l

5. ^m^viuvn'uis'u'uai^a'ui.

aan^^aatla^ l

- nnnu^ua

LAN, Internet, Intranet

V Jj^ "Jaaau

- nifvumia rniw^^emaj ^i^^aau (Monitor) miml^iu

Server pnu^yiefnimo-^isuij

^^a^au m^ili^fntnaiJnifu Server ^^^a
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vf^ijiu^n^fa

(1) n
) i-

^jjw^a^ian^vi1aa<uI^avi''uvi'^!ii^'3aaatJia^a

(3)

(4) nivi'u^H^m^i^^Tss^'-^fn^ma^^s'uuT^aw^^^aa'u ^uvf^ijiu^n^fa3ja Log

2.4 Sjnn^m^i'umi^^atJ^smu'ssuuania'uiviPi atin-atlaa

tlas l flf-3

2.3

2.1 Sm^viuvn'unisu^uni^uivn^a^ni^fm^jLaa^ adn-^ija^tlas l

2. Suu^m^^um^flTs^^amiasibsiS^fl^nm^^^^a^fln^fM aanauaa^^

l.

l.l

^^ l pif-3

1.2

w^

l.

2. w^^-naaau/nalu (Internal Auditor)

3.

1.

2.
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^tauvi 4

4.

1.

2.

3.

1.

2.

2.

3.

1.


